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P Committee on National Security Systems (CNSS)

< The ESF is a cross-sector working group that operates under the auspices of Critical Infrastructure Partnership
Advisory Council (CIPAC) to address threats and risks to the security and stability of U.S. national security systems.
It is comprised of experts from the U.S. government as well as representatives from the Information Technology,
Communications, and the Defense Industrial Base sectors. The ESF is charged with bringing together
representatives from private and public sectors to work on intelligence-driven, shared cybersecurity challenges.
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met. ACQSEC evaluation, source selection and down-selection processes, and lab trials for the
supplier and product selection are also part of the process.

Perform Analysis of Current Market & Supplier Solutions

Collect RFI & RFP Assess Responses
responses received

Determine if requirements to AGQI.IISItIOH Securlty E\Ia|uatI0n

incorporate security and

SCRM have been met Source Selection and Down

Selection processes

Lab trials for the Supplier and
product selection are also part
of the process

Figure 1: Product Evaluation Process

Threat Scenario

Threat evaluation is crucial to assessing and managing risks associated with a specific product or
the software supply chain in general. The following scenarios have been identified in an effort to
illustrate potential threats that organizations may face during the product evaluation phase such as:

o The evaluated product is not the delivered product,
e Vulnerabilities, which were unknown at initial evaluation, are discovered later,

o Itis determined that an evaluated product has had a change of ownership or control or that
evaluators lack the proper expertise to assess the software under evaluation,

o External influence on the product, selection of supplier, or external labs used for product
evaluations and trials, results in false or incomplete evaluation results,

o Unknown functionalities hidden within the product, which may be risky or vulnerable,
when under evaluation or testing,

¢ Limited or no visibility into product components or requirements; visibility is needed to
make informed decisions and the lack of visibility could lead to improper evaluations.
Examples of this include:

o Lack of visibility into embedded components, libraries, modules, add-ons, etc.,
o Lack of correct, up-to-date functional, environmental, and operational requirements,
o Lack of correct, up-to-date domain-specific & organizational security requirements

and risk assessments.

Recommended mitigations

To help counter potential vulnerabilities in the software product evaluation phase, the following
mitigations are recommended:

1. Verify the contents of the software bill of material (SBOM} against the product under
evaluation. This verification should include attributes such as geolocation, supplier
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£O ETOOATIAA 1T OEA TRAOAGETTAI OUOOA T8 4EF0 £TO T TF AFOOA TETAGETT AgDTOAO OFA OOAETETC 0T OT T,
AACOAA Tk OEOAAGS **00 AOAT < EAT 00AETETC E0 DOTOEAAA ETZDA0OTTh AOOTAFAOAA OFOE AU OCEIT OFOEO AOEOA]
1 40AETETC OTRO<AOA TAU AAAT ITBOT TEOAA AU AT AAOAOOAOUN OAOOICETC ET AEOOODGETT T 00AFTETC
AOGAEIAAEIEOU TO AEATCETC THETO000AETTAI ATTOATO!
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FTAIOAA OPAAXETC ADDIEAAGETT AITT<IE000 ARAAGO ATTOOTT DTIEAEACH AOAAATOFAIOH TO TOEAD OTIAON
ATA 0AOACERUETC OEA ETOAGOEOU TE OEA OPAAOA TT OEA AOOOT TAO OUOOA '8
T8 AEA OTRO><A0A 0OPDIU AEAET E00ATE ATOIA AA OTOAAO0AN OAOOICETC ET AT ODAAOA 0EA) EAO AAAT
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